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Introduction to the Microsoft Internet Security and Acceleration Server 2006 Management Pack for Operations Manager 2007

Microsoft Internet Security and Acceleration (ISA) Server 2006 is the security gateway that protects mission-critical applications from Internet-based threats.  ISA Server helps securely publish content for remote access, connect and secure branch offices, and defend against external and internal Web-based threats. The ISA Server 2006 Management Pack monitors ISA Server events and alerts for ISA Server 2006, ISA components, connectivity, end-to-end service monitoring, and ISA Server best practices.

Document Version

This guide was written based on the 6.0.6648.0 version of the ISA Server Management Pack.

Getting the Latest Management Pack and Documentation

You can find the ISA Server 2006 Management Pack in the System Center Operations Manager 2007 Catalog (http://go.microsoft.com/fwlink/?LinkId=82105).

Changes in This Update

The ISA Management Pack version 6.0.6648.0 includes the following changes: 


The management pack now supports ISA 2006 SP1.


Added relationships, discoveries, and monitors to more accurately reflect the relationships between components. The "Topology (Root)" view and the state of the "Microsoft ISA 2006 Array" class should now be more useful.


Updated the "Computer State" view so that is it now correctly scoped only to computers with ISA 2006 components installed.


Fixed an issue with the script ISAServerRoleDisc.vbs failing on systems on which only the Configuration Storage Server role was installed.


Fixed an issue that was causing discoveries to fail on systems that were running regional settings other than EN-US.


Fixed an issue with the discovery and monitoring of array tasks, which should now work correctly regardless of how many servers are in a given domain or how many array tasks each server has.


Added state-based monitoring for the various forms of logging so they will no longer show up as "Not Monitored".


Fixed an issue where the discovery for "Microsoft ISA 2006 Enterprise" was not discovering the correct number of instances.


Corrected the names of the event logs used for some event-based rules.


Corrected some issues that were preventing correct alert details from being provided for monitors that check service states.


All script errors generated by this management pack are now being detected by the rule "ISA Server 2006 Script Error".


Added the following discoveries:


Discovery for Microsoft ISA Server 2006 Server Computer


Discovery for Microsoft ISA Server 2006 Server Computer Group Members


Microsoft ISA Server 2006 Array Contains Firewall Server Role Discovery


Microsoft ISA 2006 Root Container Contains Firewall Server Role Discovery


Added the following classes:


Microsoft ISA 2006 Server Computer


Microsoft ISA 2006 Server Computer Group

Supported Configurations

There are two editions of ISA Server 2006 available: Standard and Enterprise.

The ISA Server 2006 Management Pack for System Center Operations Manager 2007 supports the 32-bit versions of the Windows Server 2003 operating systems with Service Pack 1 (SP1).

Getting Started

This section describes the actions you should take before you import the management pack, any steps you should take after you import the management pack, and information about customizations.

Before You Import the Management Pack

Before you import the ISA Server 2006 Management Pack, note the following limitations of the management pack: 


Previous versions of the ISA Management Pack must be removed before you can import ISA Management Pack version 6.0.6648.0.


For ISA Server 2006 environments that have both DNS and DHCP connectivity verifiers enabled: 

If one connectivity verifier fails, the alert will identify the incorrect connectivity verifier as failing. This is a known issue and will be addressed in a future release of this management pack.

Before you import the ISA Server 2006 Management Pack, take the following actions:


Remove previous versions of the ISA Management Pack.


Configure the Operations Manager 2007 server to allow manual agent deployment on ISA Server computers.


Enable the system policy rule for Operations Manager on the ISA Server computers.


Install the Operations Manager agent on the ISA Server computers.


Import the ISA Server 2006 Management Pack to the Operations Manager server.

Configuring the Operations Manager Server to Allow Manual Agent Deployment on ISA Server Computers
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To configure management server settings for manual agent deployment on the Operations Manager 2007 server

	1.
In the Operations console, click the Administration button.

2.
In the Administration pane, Administration, click Settings.

3.
In the Settings pane, expand Type: Server, right-click Security, and then click Properties.

4.
In the Global Management Server Settings - Security dialog box, in the General tab, click Review new manual agent installations in pending management view, and then click OK.

5.
After completing the manual agent installation process and configuring the appropriate firewall rules on the ISA Server computer as described later, you will need to approve the agent for installation in the Pending Actions view in the Administration space.


Create a New Access Rule for Operations Manager

To create a new access rule for remote monitoring of ISA Server 2006 computers using the Operations Manager agent, perform the following procedure. For ISA Server Enterprise Edition, this procedure needs to be performed for each array in which you want to deploy the Operations Manager agent. For ISA Server Standard Edition, this procedure needs to be performed on each ISA Server computer on which you want to deploy the Operations Manager agent.
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To create a new access rule for the Operations Manager agent in ISA Server

	1.
Click Start, point to Programs, point to Microsoft ISA Server, and then click ISA Server Management.

2.
Expand the Firewall Policy node under the desired computer in the navigation pane, and click Create Access Rule in the tasks pane.

3.
Name the access rule Operations Manager Agent, and click Next.

4.
On the Rule Action page, select Allow and click Next.

5.
In This rule applies to, select Selected protocols and click Add.

6.
In the Add Protocols dialog box, click New, and then click Protocol.

7.
In the New Protocol Definition Wizard, enter TCP 5723 (HealthService).

8.
On the Primary Connection Information page, click New.

9.
On the New/Edit Protocol Information page, enter 5723 in both the From and To boxes, and click OK.

10.
On the Secondary Connections page, click Next, and then click Finish.

11.
In the Add Protocols dialog box, click New, and then click Protocol.

12.
In the New Protocol Definition Wizard, enter TCP 8530 (UpdateServices).

13.
On the Primary Connection Information page, click New.

14.
On the New/Edit Protocol Information page, enter 8530 in both the From and To boxes, and click OK.

15.
On the Secondary Connections page, click Next, and then click Finish.

16.
In the Add Protocols dialog box, click New, and then click Protocol.

17.
In the New Protocol Definition Wizard, enter TCP 8531 (UpdateServices).

18.
On the Primary Connection Information page, click New.

19.
On the New/Edit Protocol Information page, enter 8531 in both the From and To boxes, and click OK.

20.
On the Secondary Connections page, click Next, and then click Finish.

21.
In the Add Protocols dialog box, click New, and then click Protocol.

22.
In the New Protocol Definition Wizard, enter TCP 51906 (AEM).

23.
On the Primary Connection Information page, click New.

24.
On the New/Edit Protocol Information page, enter 51906 in both the From and To boxes, and click OK.

25.
On the Secondary Connections page, click Next, and then click Finish.

26.
On the Primary Connection Information page, click Next.

27.
On the Secondary Connections page, click Next.

28.
On the Completing the New Protocol Definition Wizard page, click Finish.

29.
In the Add Protocols dialog box, expand the User-Defined folder, select TCP 5723 (HealthService), TCP 8530 (UpdateServices), TCP 8531 (UpdateServices) and TCP 51906 (AEM), and click Add.

30.
Click Close to close the Add Protocols dialog box.

31.
On the Protocols page of the New Access Rule Wizard, click Next.

32.
In the Access Rule Sources dialog box, click Add.

33.
In the Add Protocols dialog box, expand the Networks folder, select Local Host, and click Add, and then click Close.

34.
On the Access Rule Destinations page of the New Access Rule Wizard, click Next.

35.
In the Add Network Entities dialog box, expand the Networks folder, select Internal, and click Add, and then click Close.

36.
On the Access Rule Destinations page of the New Access Rule Wizard, click Next.

37.
In the User Sets dialog box, click Next.

38.
On the Completing the New Access Rule Wizard page, click Finish.

39.
Click Apply to save changes and update the configuration.


Install the Operations Manager Agent on the ISA Server Computers

The Operations Manager agent runs on each computer that Operations Manager monitors. The Operations Manager agent is typically installed by starting the Discovery Wizard from the Operations Manager 2007 Administrator Console on the Operations Manager server. Because the Microsoft Firewall service blocks the traffic between the Operations Manager server and the ISA Server computers that is needed to install an Operations Manager agent, we recommend that you install the Operations Manager agent manually on each ISA Server computer that you want to configure as an Operations Manager agent computer by performing the following procedures.
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To install the Operations Manager agent manually on an ISA Server computer

	1.
On the computer on which you want to install the agent, run SetupOM.exe from the Operations Manager 2007 installation media.

2.
Click Agent to install an agent.

3.
In the Agent Setup Wizard, select the Specify Management Group Information option.

4.
On the Management Group Configuration page, specify the following: 


In the Management Group Name box, type the name of the management group to which the agent will connect.


In the Management Server Name box, type the fully qualified domain name (FQDN) of the Operations Manager 2007 server.

5.
Select either Local System or specify a domain user account for the agent action account.

6.
Complete the Agent Setup Wizard.
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To approve the agent on the Operations Manager server

	1.
In the Operations Manager Console, click the Administration button.

2.
Click Administration, expand Administration, expand Device Management, and then click Pending Management.

3.
In the Pending Management pane, select computers in Type: Manual Agent Install.

4.
Right-click the computers, and then click Approve.

5.
In the Manual Agent Install dialog box, click Approve to display the computers in the Agent Managed node showing that they are ready to be managed.
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Note 

Rejected agents remain in Pending Management until the agent is uninstalled for the Management Group.


Files in This Management Pack

To monitor ISA Server 2006, you must first download the ISA Server 2006 Management Pack from the Management Pack Catalog, located at http://go.microsoft.com/fwlink/?LinkId=82105. The ISA Server 2006 Management Pack includes the following files:


Microsoft.ISAServer2006.mp


OM2007_MP_ISA2006.doc


EULA.rtf

Other Requirements

Please note the following additional requirements:


For the ISA Server 2006 Management Pack to function properly, each ISA Server computer must be managed by System Center Operations Manager 2007.


Operations Manager must be configured to allow manual agent installations (approvals can be manual or automatic). Push installs require remote procedure call (RPC) and Server Message Block (SMB), which are blocked by default on ISA Server computers.


Operations Manager agents are to be installed manually on the ISA Server computers (and approved in the Operations Console if not configured for automatic approval).


ISA Server computers to be monitored must meet one of the following requirements:


ISA Server computers must be in the same domain as the Operations Manager server or in a domain with Kerberos trust to the Management Server’s domain.


If the preceding requirement is not met, digital certificates must be installed on the ISA Server computers and Operations Manager servers and configured using the MomCertImport.exe tool.


An access rule must be configured in ISA Server to allow the ISA Server computer to communicate with the Management Servers. This will be from the Local Host network to the network, computer, or computer set representing the Management Servers on TCP port 5723. The access rule is per-array for ISA Server 2006 Enterprise Edition and per-server for ISA Server 2006 Standard Edition.

Note 

The Microsoft Operations Manager system policy defined in ISA Server works only with Microsoft Operations Manager 2005, so there is no need to activate this.


The ISA Server Management component (a Microsoft Management Console) should be installed on the local computer of the Operations Manager operator. If it isn’t, the task to start the console will fail.


If the ISA Server Management console is installed on the operator’s computer, the operator should be added to one of the following ISA Server roles:


ISA Server Administrator (Array or Enterprise Administrator in Enterprise Edition): allowed full access to ISA Server monitoring and configuration.


ISA Server Auditor (Array or Enterprise Auditor in Enterprise Edition): allowed full access to ISA Server monitoring, able to view ISA Server configuration, and able to configure logging and alerting. 


ISA Server Monitoring Auditor (Array Auditor in Enterprise Edition): allowed full access to ISA Server monitoring only.


If the ISA Server Management console is installed on the operator’s computer, the operator’s computer should be added to Remote Management Computers or Enterprise Remote Management Computers ISA Server computer sets. This permits the console on the computer to connect to the ISA Server RPC interface.


The ADAM Sites tool (AdamSites.exe)   (http://go.microsoft.com/fwlink/?LinkId=120481) should be installed in the %ProgramFiles%\Microsoft ISA Server folder of the ISA Server computer hosting the Configuration Storage Server (CSS) role (refer to Objects the Management Pack Discovers for more information) for the respective tasks to function.


The following tools should be installed in the %ProgramFiles%\Microsoft ISA Server folder of the ISA Server computer hosting the Firewall role for the respective tasks to function:

DNS Cache tool (Dnstools.exe)  (http://go.microsoft.com/fwlink/?LinkId=120483).

Firewall Kernel Mode tool (FWEngMon.exe)  (http://go.microsoft.com/fwlink/?LinkId=120484)

How to Import the ISA Server 2006 Management Pack

For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkID=98348).

After the ISA Server 2006 Management Pack is imported, do the following to finish your initial configuration: 


Create a new management pack in which you store overrides and other customizations. 

Create a New Management Pack for Customizations

Most vendor management packs are sealed so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager 2007 saves all customizations to the default management pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize.

Creating a new management pack for storing overrides has the following advantages: 


It simplifies the process of exporting customizations that were created in your test and pre-production environments to your production environment. For example, instead of exporting a default management pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack.


You can delete the original management pack without first needing to delete the default management pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all of your customizations are saved to the default management pack, you must delete the default management pack before you can delete an original management pack.


It is easier to track and update customizations to individual management packs.

For more information about sealed and unsealed management packs, see Management Pack Formats (http://go.microsoft.com/fwlink/?LinkId=108355). For more information about management pack customizations and the default management pack, see About Management Packs in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108356).

Optional Configuration

After you import the ISA Server 2006 Management Pack, it begins to discover and monitor computers without additional configuration. You can, however, configure the ISA Server 2006 Management Pack for your environment and your preferences. For example, rules can be disabled by default, and you can enable them. Or, if the performance-measuring rules that are enabled by default degrade performance on your servers with slow WAN links, you can turn them off. Use the following procedure to enable a rule.
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To enable a rule

	1.
In the Operations Console, on the Go menu, click Authoring.

2.
In the navigation pane, expand Management Pack Objects, and then click Rules.

Note 

To show rules for the ISA Server 2006 Management Pack only, on the toolbar, click Scope, and then under Target, select the check boxes for the appropriate server components.

3.
Under Rules, right-click the rule that you want to turn on, point to Overrides, point to Override the Rule, and then click For all objects of type:  <type of object>.

4.
Under Override-controlled parameters, in the Override column, select the Enabled option.

5.
In the Override Setting column, in the drop-down menu, click True, and then click OK.
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To disable a rule

	1.
In the Operations Console, on the Go menu, click Authoring.

2.
In the navigation pane, expand Management Pack Objects, and then click Rules.

Note 

To show rules for the ISA Server 2006 Management Pack only, on the toolbar, click Scope, and then under Target, select the check boxes for the appropriate server components.

3.
Under Rules, right-click the rule that you want to turn off, point to Overrides, point to Disable the Rule, and then click For all objects of type: <type of object>.


Understanding Management Pack Operations

In This Section

Objects the Management Pack Discovers
Classes
Key Monitoring Scenarios
Placing Monitored Objects in Maintenance Mode
Objects the Management Pack Discovers

The ISA Server 2006 Management Pack discovers the object types described in the following table. Not all of the objects are automatically discovered. Use overrides to discover those that are not discovered automatically. For information about discovering objects, see the "Object Discoveries in Operations Manager 2007" topic in Operations Manager 2007 Help (http://go.microsoft.com/fwlink/?LinkId=108505). 

	Name
	Description
	Discovery

	Security and Access role
	Edge Security and Access Role class is a parent class for the Microsoft ISA Server 2006 Role class. Its purpose is to enable future versions of ISA Server.
	

	Microsoft ISA Server 2006 Configuration Storage Server role
	This class represents an installation of an ISA Server 2006 Configuration Storage server on a server running the Windows Server operating system.
	An object of this type is discovered on every server running Windows Server and an Active Directory Application Mode (ADAM) instance where ISA Server 2006 configuration data is stored.

	Microsoft ISA Server 2006 Firewall role
	This class represents an installation of an ISA Server 2006 Firewall server on a server running Windows Server.
	An object of this type is discovered on every Windows server running Windows Server where the base ISA Server 2006 firewall service is running.

	Microsoft ISA Server 2006 Cache-Enabled Server role
	This class represents an installation of an ISA Server 2006 Firewall server on a server running Windows Server with the caching feature enabled.
	An object of this type is discovered on every server running Windows Server with an ISA Firewall base installation where the caching feature is enabled.

	Microsoft ISA Server 2006 VPN-Enabled Server role
	This class represents an installation of an ISA Server 2006 Firewall server on a server running Windows Server with the virtual private network (VPN) feature enabled.
	An object of this type is discovered on every server running Windows Server with an ISA Firewall base installation where the VPN feature is enabled.

	Microsoft ISA Server 2006 NLB-Enabled Server role
	This class represents an installation of an ISA Server 2006 Firewall server on a server running Windows Server with the Network Load Balancing (NLB) feature enabled.
	An object of this type is discovered on every server running Windows Server with an ISA Firewall base installation where the NLB feature is enabled.

	WebProxy-Enabled Server role
	This class represents an installation of an ISA Server 2006 Firewall server on a server running Windows Server with the WebProxy feature enabled.
	An object of this type is discovered on every server running Windows Server with an ISA Firewall base installation where the Web Proxy feature is enabled.

	Microsoft ISA Server 2006 Publishing-Enabled Server role
	This class represents an installation of an ISA Server 2006 Firewall server on a server running Windows Server with Publishing rules.
	An object of this type is discovered on every server running Windows Server with an ISA Firewall base installation where there are Publishing rules applied to this server.

	Microsoft ISA Server Logging: Text
	This class represents a logging application component of type Text on an ISA Server 2006 computer.
	An object of this type is discovered on a server running Windows Server with an ISA 2006 Server installation where the Text Logging feature is in use.

	Microsoft ISA Server Logging: Advanced
	This class represents a logging application component of type Advanced on an ISA Server 2006 computer.
	An object of this type is discovered on a server running Windows Server with an ISA 2006 Server installation where the Advanced Logging feature is in use.

	Microsoft ISA Server Logging: Database
	This class represents a logging application component of type Database on an ISA Server 2006 computer.
	An object of this type is discovered on a server running Windows Server with an ISA 2006 Server installation where the Database Logging feature is in use.

	Microsoft Forefront Edge Security and Access Service component
	An object of this type is a logical container for arrays, and the configuration of such an enterprise is stored on one or more Configuration Storage configuration storage servers (CSS).
	

	Microsoft ISA Enterprise
	This class represents an object of type Enterprise as defined in the ISA Server architecture.
	Instances of the ISA Enterprise class are discovered by the FPC COM object on ISA Server computers.

	Microsoft ISA Array
	This class represents an object of type Array as defined in the ISA Server architecture. An object of this type is a logical container for servers.
	Instances of the ISA Array class are discovered by the FPC COM object on ISA Server computers.

	ISA Enterprise Topology Root
	This class is a logical container for all ISA Server enterprises.
	There is no discovery for this class.


Classes

The following diagram shows the classes defined in this management pack.
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Key Monitoring Scenarios

The following table lists the key monitoring scenarios included in the ISA Server 2006 Management Pack:

	Scenario
	Description

	ISA Server 2006 component monitoring
	The following types of monitoring will be performed on ISA Server 2006 components:


Event-based monitoring


Performance threshold monitoring


Service monitoring


Performance collection

	ISA connectivity monitoring
	This scenario enables monitoring of the ISA Server computer’s connectivity to the services it is publishing, the Internet and to infrastructure services (such as authentication and name resolution).

	End-to-end service monitoring
	The sole purpose of ISA Server 2006 is to facilitate secure connectivity between two endpoints. For this connectivity to be successful, all components in the chain—the client, the server, the ISA Server computer (or array), all interconnecting network devices (switches, routers, and so forth) and transmission media (cables, WAN circuits, and so forth)—must be operational.

	Best practices analysis
	The ISA Server 2006 Best Practices Analyzer (BPA) is a diagnostic tool that automatically performs specific tests on configuration data collected on the local ISA Server computer.


Placing Monitored Objects in Maintenance Mode

When a monitored object, such as a computer or distributed application, goes offline for maintenance, Operations Manager 2007 detects that no agent heartbeat is being received and, as a result, may generate numerous alerts and notifications. To prevent alerts and notifications, place the monitored object in maintenance mode. In maintenance mode, alerts, notifications, rules, monitors, automatic responses, state changes, and new alerts are suppressed at the agent.

For general instructions on placing a monitored object in maintenance mode, see How to Put a Monitored Object into Maintenance Mode in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108358).

Appendix: Monitors and Overrides for Management Packs

This section provides detailed procedures and scripts that you can use to display rules and other information about the management packs you import.

How to View Management Pack Details

For more information about a monitor and the associated override values, see the knowledge for the monitor.
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To view knowledge for a monitor

	1.
In the Operations Console, click the Authoring button.

2.
Expand Management Pack Objects, and then click Monitors.

3.
In the Monitors pane, expand the targets until you reach the monitor level. Alternately, you can use the Search box to find a particular monitor.

4.
Click the monitor, and in the Monitors pane, click View knowledge.

5.
Click the Product Knowledge tab.


How to Display Monitors for a Management Pack

To display a list of outputs for a management pack's monitors and overrides using the Command Shell, use the following procedure.
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To display monitors for a management pack

	1.
In the Command Shell, type the following command:

get-monitor -managementPack name.mp | export-csv filename

2.
A .csv file is created. The .csv file can be opened in Microsoft Office Excel.

[image: image12.png]


Note 

In Excel, you may be required to specify that the .csv file is a text file.


For example, the following command retrieves data for the monitors associated with one of the core management packs:

get-monitor -managementPack System.Health.Library.mp | export-csv "C:\monitors.csv"
How to Display Overrides for a Management Pack

To display overrides for a management pack use the following procedure.
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To display overrides for a management pack

	1.
In the Command Shell, type the following command:

get-override -managementPack name.mp | export-csv filename
2.
A .csv file is created. The .csv file can be opened in Excel.
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Note 

In Excel, you may be required to specify that the .csv file is a text file.


For example, this command displays the overrides for one of the core management packs:

get-override -managementPack Microsoft.SystemCenter.OperationsManager.Internal.mp | export-csv "c:\overrides.csv"
How to Display All Management Pack Rules

Use the following procedure to display a list of rules for the management packs that you imported. The list of rules can be viewed in Excel.
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To display management pack rules

	1.
In your Management Server, click Programs, and then click System Center.
2.
Click Command Shell.

3.
In the Command Shell window, type the following command:

get-rule | select-object @{Name="MP";Expression={ foreach-object {$_.GetManagementPack().DisplayName }}},DisplayName | sort-object -property MP | export-csv "c:\rules.csv"

4.
A .csv file is created. The .csv file can be opened in Excel.
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Note 

In Excel, you may be required to specify that the .csv file is a text file.


How to Display Monitor Thresholds

To display monitor thresholds, use the script described in this section. This script works for the majority of monitors. It creates a .csv file that includes the following columns and that can be viewed using Excel.

	Column
	Description

	Type
	The type of objects the monitor is targeted to

	DisplayName
	The display name of the monitor

	Threshold
	The threshold used by the monitor

	AlertOnState
	Determines whether the monitor generates an alert when the state changes

	AutoResolveAlert
	Determines whether the generated alert will be automatically resolved when the monitor state goes back to green

	AlertSeverity
	The severity of the generated alert


Run the following script to create the .csv file that displays the monitor thresholds:

function GetThreshold ([String] $configuration)
{
$config = [xml] ("<config>" + $configuration + "</config>")
$threshold = $config.Config.Threshold
if($threshold -eq $null)
{
$threshold = $config.Config.MemoryThreshold
}
if($threshold -eq $null)
{
$threshold = $config.Config.CPUPercentageThreshold
}
if($threshold -eq $null)
{
if($config.Config.Threshold1 -ne $null -and $config.Config.Threshold2 -ne $null)
{
$threshold = "first threshold is: " + $config.Config.Threshold1 + " second threshold is: " + $config.Config.Threshold2
}
}
if($threshold -eq $null)
{
if($config.Config.ThresholdWarnSec -ne $null -and $config.Config.ThresholdErrorSec -ne $null)
{
 $threshold = "warning threshold is: " + $config.Config.ThresholdWarnSec + " error threshold is: " + $config.Config.ThresholdErrorSec 
}
}
if($threshold -eq $null)
{
if($config.Config.LearningAndBaseliningSettings -ne $null)
{
$threshold = "no threshold (baseline monitor)"
}
}
return $threshold
}
$perfMonitors = get-monitor -Criteria:"IsUnitMonitor=1 and Category='PerformanceHealth'"
$perfMonitors | select-object @{name="Target";expression={foreach-object {(Get-MonitoringClass -Id:$_.Target.Id).DisplayName}}},DisplayName, @{name="Threshold";expression={foreach-object {GetThreshold $_.Configuration}}}, @{name="AlertOnState";expression={foreach-object {$_.AlertSettings.AlertOnState}}}, @{name="AutoResolveAlert";expression={foreach-object {$_.AlertSettings.AutoResolve}}}, @{name="AlertSeverity";expression={foreach-object {$_.AlertSettings.AlertSeverity}}} | sort Target, DisplayName | export-csv "c:\monitor_thresholds.csv"
How to Display Performance Collection Rules

To display performance collection rules, use the script in this section. This script works for the majority of monitors. It creates a .csv file that includes the following columns, and that can be viewed using Excel.

	Column
	Description

	WriteAction
	Contains information about where the performance counter is written

	WriteToDB or CollectionPerformanceData
	Writes to the Operations Manager database

	WriteToDW or CollectPerfDataWarehouse
	Writes to the data warehouse

	WC
	Stores baseline data for a performance counter into the operational database


 To display the performance collection rules present in the Management Group, run the following script:

function GetPerfCounterName ([String] $configuration)
{
$config = [xml] ("<config>" + $configuration + "</config>")
return ($config.Config.ObjectName + "\" + $config.Config.CounterName)
}
function GetFrequency ([String] $configuration)
{
$config = [xml] ("<config>" + $configuration + "</config>")
$frequency = $config.Config.Frequency;
if($frequency -eq $null)
{
$frequency = $config.Config.IntervalSeconds;
}
return ($frequency)
}
function GetDisplayName($performanceRule)
{
 if($performanceRule.DisplayName -eq $null)
 {
  return ($performanceRule.Name);
 }
 else
 {
  return ($performanceRule.DisplayName);
 }
}
function GetWriteActionNames($performanceRule)
{
 $writeActions = ""; 
 foreach($writeAction in $performanceRule.WriteActionCollection)
 {
  $writeActions += " " + $writeAction.Name;
 }
 return ($writeActions);
}
$perf_collection_rules = get-rule -criteria:"Category='PerformanceCollection'"
$perf_collection_rules | select-object @{name="Type";expression={foreach-object {(Get-MonitoringClass -id:$_.Target.Id).DisplayName}}},@{name="RuleDisplayName";expression={foreach-object {GetDisplayName $_}}} ,@{name="CounterName";expression={foreach-object {GetPerfCounterName $_.DataSourceCollection[0].Configuration}}},@{name="Frequency";expression={foreach-object {GetFrequency $_.DataSourceCollection[0].Configuration}}},@{name="WriteActions";expression={foreach-object {GetWriteActionNames $_}}}  | sort Type,RuleDisplayName,CounterName | export-csv "c:\perf_collection_rules.csv"
Appendix: Scripts

The ISA Server 2006 Management Pack includes the following scripts:

	Name
	Description

	HTTP request – no cache
	This script opens an HTTP connection and requests a page without going to the cache.

	ISA Server 2006: Service Discovery
	This script performs service discovery on ISA Server 2006 computers.


Appendix: Reports

The following reports are located in the ISA Server 2006 Reports folder:

	Report Name
	Type
	Description

	ISA Enterprise
	Configuration
	This report shows ISA Server enterprises and their properties.

	ISA Array
	Configuration
	This report shows ISA Server arrays and their properties.

	ISA Configuration Storage Server
	Configuration
	This report shows ISA Server configuration Storage servers and their properties

	ISA Firewall Server
	Configuration
	This report shows ISA Server Firewall servers and their properties.

	ISA Firewall Servers – ISA
	Performance
	This report shows ISA Server-related performance data for ISA Firewall servers.

	ISA Firewall Servers - Core
	Performance
	This report shows server-related performance data for ISA Server Firewall servers.

	ISA Servers
	Availability
	This report shows availability of ISA Server Firewall servers.

	ISA Array
	Availability
	This report shows availability of an ISA Server array.

	Most Common Alerts
	This report shows the most common alerts for ISA Server management packs.

	Most Common Events
	This report shows the most common events for ISA Server management packs.
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